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STATE PROCUREMENT OFFICE
NOTICE OF AND REQUEST*FQR Nict
FROM CHAPTER 1031 &g oF nawai

1. TO: Chief Procurement Officer

2FROM: Michael D. Formby, Dept. of Transportation, Harbors Div.

Department/Division/Agency
Pursuant to §103013-102(b)(4), HRS, and Chapter 3-120, HAR, the Department requests a procurement exemption to purchase the following:

3. Description of goods, services or construction:

The State Department of Transportation, Harbors Division (DOTH) is procuring the design, construction and installation of a
Honolulu Harbor Surveillance Command Information System (H2S-CIS). DOTH desired a unique low cost system, readily
integratable with the existing surveillance systems at Kewalo Basin and the State Civil Defense Emergency Operating Center
(SCD-EOC). The system shall include software that integrates real time optical and radar surveillance of critical port areas and|
tracking of waterborne traffic as well as information from the California Integrated Seismic Network providing region-wide
earthquake information--an alert system to monitor an all-threats approach to securing the Harbors. It includes two command
centers located at the DOTH Pier 2 and in the Chamber level of the State Capitol. The system also provides a common
operating picture in the state and counties emergency operating centers. The project concept and approach of command,
control and surveillance for the Port of Honolulu is a unique Hawaiya Technologies, Inc. (HTI) concept, architecture and
technical design.

4. Name of Vendor: Hawatya Technologies, Inc.
Address: 98-1809 Nahele St., Ajea, Hawaii 96701

5. Price;
$1,427.053

8. - 7. Prior Exemption Ref. No,
Term of Contract: From: 3-15-09 To: 10-31-09 0
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State’s submission of the HT1 project concept. review and acceptance by the US Coast Guard, (continued on attached sheet)

8. Explanation describing how procurement by competitive means is either not practicable or not advantageous to the State:
Department of Homeland Security (DHS) thru FEMA announced via its website, a competitive process of selecting projects
for $168 million in 2006 Port Security Grants. The DOTH received proposed projects from contractors responding to the
DHS open announcement of the 2006 grant. The State, as an applicant for a grant, could submit up to 5 projects meeting the
specific DHS/FEMA National Infrastructure Protection Plan. DOTH submitted 5 project proposals and funding the projects
would be based upon a competitive FEMA evaluation process. HTI and its H28-CI8 product went through both a State
screening process of projects meeting the National Infrastructure Protection Plan priorities and a Federal competitive
evaluation and selection program as provided in the 2006 Grant guideline. FEMA’s award of the grant was based on the

9. Details of the process or procedures to be followed in selecting the vendor to ensure maximum fair and open competition

as practicable:

DOTH received and screened proposed projects from contractors responding to the DHS open announcement of the 2006
grant. DOTH selected and included proposed projects in its grant application that met the risk criteria based on national port
security priorities established within the National Preparedness Goal. The DOTH then forwarded the projects for review to the
Captain of the Port, USCG for field scoring based on responsiveness to the Core Program Criteria. The field scoring were
forwarded to the USCG District Headquarters for review, and then to DHS/FEMA for final review and acceptance/rejection
via the multi-layer competitive National Review Process. On Sept. 29, 2006, FEMA awarded 1 out of 5 projects proposed in
the State’s application, the project concept proposed by HT1 for the implementation of their product, H2S-CIS at the
Honolulw/Kalaeloa Barbers Point Harbors. FEMA competitively awarded the grant based on (continued on attached sheet)
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REQUEST FOR EXEMPTION FROM CHAPTER 103D, HRS (Cont.}

10. A description of the agency’s internal controls and approval requirements for the exempted procurement:
DOTH has a full and open process to consider concepts from any entity on projects that can be included in the grant
process. Upon FEMA's competitive grant announcement, the State follows the instructions provided in the Port Grant
Program Guidelines and Application Xit. The proposed projects are selected based on the State's review and
determination that a project concept meets the required capability of the national port security priorities established
within the National Preparedness Goal, and an opportunity for the project concept to be awarded the grant and funding
based on: 1) the field review by the Captain of the Port; 2) the final National review comprised of subject matter experts
form G & T, USCG, Transportation Security Administration (TSA), Customs Border Patrol (CBP), OIP, and Maritime
Administration (MARAD); and, 3) the timeline and availability of technologies that suit the needs of the State within the
cost and time constraints of DHS/FEMA and the State. HTI's H2S-CIS went through such (continued on attached sheet)

12. A list of agency personnel, by position, who will be involved in the approval process and administration of the contract:

Name Position Involvement in Process

Michael D. Formby Deputy Director B Approval [ _] Administration
Davis K. Yogi Harbors Administrator [ Approval Administration
Wade Takamoto Project Engineer ] Approval Administration

[ 1 Approval [ ] Administration

[} Approval {1 Administration

(] Approval [} Administration

Department: Transportation - Harbors Div.
Contact Name: Davis K. Yogi

Phone Number: 587-1928

Fax Number: 587-1982

13. Direct inquiries to:

Agency shall ensure adherence to applicable administrative and statutory requirements

16, I certify that the information provided above is, 1o the best of my knowledge, true and correct.

/{M/{MRM/WSQ\ 2-2¥-09

Department Head \ ) Date

15 .Date Notice Posted A i &bj Dq

The Chief Procurement Officer is in the process of reviewing this request for exemption from Chapter 103D, HRS. Submit
written objections to this notice to issue an exemption from Chapter 103D, HRS, within seven calendar days or as otherwise
allowed from the above posted date to:  Chief Procurement Gfficer

State Procurement Office

P.O. Box 119

Honolulu, Hawaii 96810-0119

SPO-07 (Rev. (4/28/2008) 2 0 PE N 5;./? “{J/m?{iﬂ




REQUEST FOR EXEMPTION FROM CHAPTER 163D, HRS (Cont.)

Chief Procurement Officer’s conmments:

. Approval is based on the DOT’s representation that the process for soliciting for projects and
ultimate selection of the contractor was in conformance with requirements set forth by the
Federal Government (DHS/FEMA). In this situation, the DOT was unable to follow their normal
procurement process and this requires is to provide matching funds that are a requirement to

secure the federal funds for this project.

This approval is for the solicitation process only, HRS section 103D-310(c) and HAR section 3-
122-112, shall apply.

@ APPROVED | | DISAPPROVED [ ] NO ACTION REQUIRED

o i

Chief Procurement Ofﬁce 0 Date

(jm/w,% Onx?‘/k/' 3/‘7/07

SPO-07 {Rev, 04/28/2008) 3 0 PE N @L?I&?gh&




SPO-07 — Continuation of Items 8, 9, and 10

8.  (Continued)

and subsequent selection and approval of a federal sole source by DHS/FEMA makes procuring
another companies product by competitive means not practicable or advantageous to the State. No
other entity can execute the HTT H2S-CIS concept in its technical and architectural design and as it
directly relates to the dollar funding of the grant, capability, cost and proprietary information.

9. (Continued)

its rating criteria of the project, as described in the 2006 Port Grant Program Guidelines and
Application Kit, and its extensive review and screening process, and as such, provided a sole source
authorization and grant to HTT to implement its H2S-CIS as it has already been vetted through a fair
and open competition at the federal level.

10. (Continued)

process and won the competitive award. Additionally, an assessment of the ability of a different
vendor, who did propose the original concept, to implement the program within the cost and time is
considered improbable/impracticable, and as such, HTI should be awarded a sole source contract as
being advantageous to the State.






i am pleased lo provide these FY 2006 program guidelines and application materiais for the U.S.
Deapartment of Homeland Security {DHS) Infraslructure Proteclion Program.

This is the first grant cycle since complelion of the Departiment’s Second Stage Review last summer and
our crealion of & unified Preparedness Direclorate. The preparedness mission transcends the entire
Department. Cur approach lo preparedness aggregales critical assets within DHS o support owr
operating components and the work of our external partners to prevent, protect against, respond to, and
recover from threals to America’s safety and security. The Directorate serves a strategic integration
function of pecple. funding and programs.

The new Preparedness Direclorate includes the essential work of the Department's Office of Grants and
Training. In manading our grant programs, DHS is commitled to suppaorting risk-based investmeants. We
are equally committed to continuous innovation. As new infrastructure is buill, existing facilities improved,
or as our assessment of specific threats change, DHS grant programs will focus on being nimble and
making high-retum investmants to combat terronism.

In 2006, $373 milion is available for a package of related infrastructure prolection grants. The FY 2006
Port Security Grant Program makes up 51568 million of the totat infrastructure protection grant funds

available. These granis are a vital tool in making our nation safer in the war against terror. They provide
assistance for physical security enhancements to some of the Nation's most al-risk critical infrastructure,

For each grant, the Preparedness Directorate will rely on an inlegrated team of subiect maiter experts
drawn from DHS operating components to develop, design, compete, review, anc support the
infrastructure grants as part of the national preparedness effort, Speafically, with respect [o port securily:

s The U.S. Coast Guard has the lead for assuring that the grants accomplish key objeclives such
as aligning our grant making to the highest risk ports and aliccating funds using refined risk-
based methods developed for grants. This process will hasten the development of an integrated
risk-based decision making process for each port area and will support implementation of the
Nationat Infrastructure Protection Plan (NIPP) and achievement of the National Preparedness
Goal.

s The Department of Homeland Security’s Office of Grants and Traming provides design,
facittation, coardination and financial management administration for these programs. G&7T also
coordinates with other relevant parts of the DHS family to bring their subject matler expertise to
bear on specific grants and initiatives.

DHS is commilted to working with the owners and operators of America’s crilical infrastructure as part of
the national effort 1o reduce the risks from terrorism and other threats to the homeland.

Michas! Chertoff
Secrelary
Department of Homeland Secunity
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The FY 20066 Port Security Grant Program (F3GP) is an impertant compoenent of the
Administration’s larger, coordinated efforl o strengthen the security of America's critical
mfrastructure. This program impiements the objectives addressed in a series of laws,
slrategy documents, plans and Homeland Security Presidential Direclives (HSPDs)
cullined in Figure 1. Of particular significance are the National Preparedness Goal (the
Goal)* and its associated work products, the Nalional infrastructure Protection Plan
(NIPP)” and the National Strategy for Transportation Security (NSTS).

Figure 1. Laws, Strategy Documents, Directives and Plans That impact the
infrastructure Protection Program

On March 31, 2005, DHS issued the Inlerim National Preparedness Goal. The Goal
eslablishes a vision for a National Preparedness System. A number of the key building
blocks for that system, including the National Planning Scenarios, Universal Task List
(UTL), Target Capabilities List {TCL}, and the seven National Priorities are important
components of a successiul Port Security Grant,

© As this grant guidance wenl to prind, the linal Goal and the NIPP are being prepared for release.



A. Program Overview

As a component of the Infrastructure Protection Frogram (1PF), the FY 2006 PSGP
seeks (o assist the Nation's poris in obtaining the resources and capabilities required to
support the National Preparedness Goal and the associated National Priorities. Through
its focus on port-wide risk managament planning, improvised explosive devices, non-
conventiona!l methods of attack and domain awareness in the port environment, the FY
2006 PSGP direclly addresses six of the seven National Priorities:

expanding raegicnal collaboration;

implementing the National Incident Management System and the National
Responsa Flan;

implementing the Nationat Infrastructure Protection Plan;

strengthening information sharing and collaboration capabiliies;

enhancing interoperable communications capabilities; and,

strengthening CBRNE detection and response capabilities.
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In addition, the FY 2006 PSGP also supporis strengthening emergency operations
planning and citizen protection capabilities, and assists in addressing security priorities
speciiic to the port environment.

2. Solicitation Overview

The FY 2006 Port Securily Grant Program is the sixth round of grants and builds upon
the previous five (5) rounds. Swuccessful applications will be selected by a
competitive process. Following risk-based national port security priorities, the
FY 2008 PSGP will place a strong emphasis on prevention and detection against
improvised explosive devices (IEDs). Of great concern are IEDs delivered via
smail craft, underwater and in vehicies on ferries. In addition, projects that
demonsirate enhanced Maritime Domain Awareness (e.g., access
control/standardized credentialing, command and control, communications and
enhanced intelligpence sharing and analysis) will also receive preference under
the FY 2006 PSGP.'

The national priorities are consistent with HSPDB-13 (December 21, 2005), which established as
maritime security policies: “prevenling lerrarist atlacks or criminal acts or hostile acts in, or the unlawiul
axploitation of, the Maritime Domain, and reducing the vuinerability of the Maritime Domain to such acts
and exploitation” and "enhancing U.8. nalional security and homeland security by protecting U.5.
population centers, critical infrastructure, borders, harbors, ports and coastal approaches in the Maritime
Domain.” Prevention of terrorist attacks and criminal or hostile acts and protection of maritime related
population centers and crifical infrastructure were incorporated as stratecic objectives within The National
Strategy for Martime Securiy (Seplember 2005).



Eligible applicants in each port area may submil one application for funding of up
to five {(5) individual pr{)jgcis.g Funding may be awarded for all, some or none of
the projects submiited based on the oulcome of the evaluation process.

G&T will coordinatle and participale in a Federal inleragency application review with
USCG., OHice of Infrasiructure Proteclion (OGP}, the Transportation Security Agency
{TSA). and Customs and Border Prolection (CBP) within DHS, and Maritime
Administration (MARAD) within the Depariment of Transportation.

C. Project Selection

As noted in Section B above, a series of reviews will occur among local ana nationat
subject matter experts lo ensure the most effeclive distribution of funding among these
ports. Awards under this program will not be based on formula distributions, but rather
on risk-based analytical assessments that align with the national goals outlined in this
grant application package.

1. Initial Screening. G&T staff will receive and conduct an initial review of all FY
2006 PSGP applications. Submitters are responsible for ensuring that ineligible,
incomplete and duplicate applications are not submitted — doing so may cause
glimination from further consideration. Applications passing this review wiil be
grouped by port area and provided to the applicable Captain of The Port (COTP)
for further review.

2. Ficld Review. Field level reviews will be managed by the applicable COTP in
coordination with the MARAD Region Direclor and appropriate personnel from
the Area Maritime Security Committee (AMSC) and/or local law enforcement (as
identified by the COTP). To support coordination of security grant application
projects with state and urban area homeland security strategies, as well as other
State and local securily plans, the COTP will coordinate the resuits of the field
review with the applicable State Administrative Agency or Agencies and the State
Hometand Security Advisors. For each port, the COTP will submit to DHS
evaluations that include the foliowing: (1) each specific application will be scored
for compliance with the four core grant program criteria enumerated below, and a
total score will be compuied; and (2) all proposais received from each port wili be
rank ordered from highest (o lowest in terms of their contributions o risk
reduction and cost effectiveness. The four core PSGH criteria are as follows:

> Criteria #1. ¥rojects that support the national port security priorities:
Prevention and detection of I1£D attacks by small craft;

* AR indwiduai project could be a single aclivity or mulliple activities required lo complete an action, such
as the establishment of a canineg program or 2n enhanced employee identification system. Individual
orojects must lake place at a single port area.



o Prevention and delection of vehicle-borne |IEDs on ferries;

o Prevention and detection of underwater 1ED attacks; and,

o Enhancement of the port area’s Maritime Domain Awareness (e.q.,
access control/standardized credentialing, command and control,
COMMUNIC ‘ai ons a and enhancad inlelligence sharing and analysis},

R

- no P aoidress priorities oullined n the applicable Area
8{:«{:@ MG - mandated under the Maritime Transportalion
m; Ac
» Cﬁf(—}f"f&} #3. }Dm;@c 5 i address addition ai security prionties based on the

COTP's expertise a%d omerlwce with the pocsfc port area; and,
» Criteria #4. Projects that offer the highest potential for risk reduction for the
least cost.

Projects will be raled against the above noted program criteria. The COTP will
score specific applications on a four-point scale, and scores will reflect
responsiveness 1o the four core criteria. To assist submitters in preparing their
applications, the scoring scale to be used in gauging the application and its
specific components are outlined below.

Figure 2. Field Review Scoring of Responsiveness to Core Program Criteria




After completing field reviews, the COTPs will submit prioritized listings of
nrojects for each port area to USCG District staff to ensure consistent application
of field review guidance. After review by USCG District staff, COTPs will then
submit the field review prioritized lists to G&T o begin coordination of the
national review process.

. National Review. Following the field review, a National Review Pane! will be
convened. The panel will include subject matter experts from G&T, USCG, TSA,
CB#, OIF and MARAD. The purpose of the Naticnal Review Process is o
identify a final, priorttized list of projects for funding.

The National Review Panel will conduct an initial review of the prioritized project
listings for each port area submilted by the USCG COTP to ensure that the
proposed projects will accomplish intended risk mitigation goals. The National
Review Panel will validale the Field Review COTP Project Priority List and
provide a master list of prioritized projects by port area.  Following this initial
meeting, G&T will review the projects from the National Review Panel’s validated
orioritized st for each port area against a risk-based algorithm that considers the
following factors to produce a comprehensive national priority ranking of port
security proposals.

» Relationship of the project to one or more of the national port security
priorities:

» The relationship of the project to one or more of the local port security
priorities:

» The COTP’s ranking (based on each COTP's prionitized list of projects); and,

» The location of the project based on DHS's risk assessment ranking of U.S.
Forts.

~ The relationship of the project to one or more of the National Priorities
outlined in the Nationatl Preparedness Goal.

It order to assure that port areas are competing for funds on an equal footing with
port areas with similar risk ratings, each port area will be sorted by risk into tlers.
Each Her will be given a specific allotment of grant funds for which port areas will
compete. Conseguently, applicants will compete for funding against only
those port areas with similar risk rankings.

The National Review Panel will then be asked fo evaluale and validate the
consolidated and ranked project list resulting from this process. Past parformance
on previous Port Security Grant Program awards may be taken into consideration
in reviewmng the ranked project list, Awards will be made based on the final ranked
list of projects identilied by the Nalional Review FPanel. Affer DHSE final approval,
a final listing of awards for each port area will be provided to the awardee
and to the relevant COTP, MARAD Region Director, AMEC, State
Administrative Agency(ies) and Homeland Security Advisor(s).



3. The Goal, Risk Management and Planning Requirements
Associated with the FY 2006 Port Security Grant Program

During FY 2006 the Preparedness Directorate, working jointly with the USCG, wilt
continue their work to enhance the risk-based allocalion of funds developed in FY 2005,
to coordinate port security planning efiorts, such as the Area Maritime Security Plan
with olher risk management planning strategies that have been developed by State and
Urban areas. This process will be the beginning of a fundamental shift in the focus of
the Port Securily Grant Frogram from primarily a facility security focused grant program
to a Fort-Wide Ri wagement program as part of urban area and state efforts. As
such, this process will embody in the development of an integraled risk-based decision
making process for each port area. The process will be patterned after the Risk
Management Framework arlicutated in the National Infrastructure Protection Plan. (see
Figure 3) Adoplion of a deliberate risk management planning process will enable the
Federal Maritime Security Coordinator (FMSC) and AMSC to make security
enhancement decisions in the context of strategic security goals, supported by clear,
measurable objectives. This process will also allow port area security needs to be
integrated into the broader national risk management framework of the National
infrastructure Protection Plan, regional planning construct that forms the core of the

UASIH program, as well as, statewide initiatives.

Figure 3. NIPP Framework

Contmyous anprovemeaent (o enhante arotlechon of SERR



A. Eligible Applicants

Phe BY 2006 DHES Anpropriaiions Aot prf)vim‘w funds for a competitive grant program 1o
address physical security enhancements for crilical national seaports. DHS has
expanded the eligibility to apply for funding in FY 2006. However, it is imporlant to note
that risk-based distribution of funding remains a high priority for the PSGP. DHS,
through G&T, will award the available funds to projects offering the greatest risk
reduction potential in the Nation’s highest risk port areas, thereby ensuring
federally requlated ports, terminals and U5, inspected passenger vessels
receiving the funds represent assets of the highest strategic importance
nationaily.

One hundred Se&;“:}{??'fsg, representing 95 percent of the foreign waterborne
commerce of the United States, plus an additional port area eligible in FY 2005,
have been identified for inclusion in the FY 2006 PSGP. Eligible facilities within
these port areas must be within twa miles of the commercial waterway.
Additionally, if a facility fails ouiside the recognized boundaries of one of these
port areas, but is addressed in the port’s AMSP, it will be considered eligible.
Table 1 below identifies the port areas in which grant aclivity may lake place. However,
please note thal presence on this list does not guarantee receipt of grant funding.
The port areas are listed alphabetically — no additional significance should be attributed
(o this ordering.

Tabie 1. Fort Areas Eligible for Consideration of Funding

Alhany, NY ~ Nashville, TN .

Anacories, WA - New Haven, CT

' Anchorave, AK New London, CT
Ballimaore, MD S _i\E{w OT]G@H% LA
Baton Rouge, LA New York/New Jersey
Beaurmont, TX Newport News VA
Baston, MA S S i\osf( Tk Hamor VA
Bridgeport, CT land, CA
Brownsville, TX P?Em Beach, FL

" Bulfalo, NY - o _ Panama C|ty FL
Burm Harbor IN ~ Pascagoula, MS

' : _ Paulshoro, NJ

 Cha 2ston, SC o S Penn Manor, PA

 Chati anonga, T _ Pensacoia, FL _

cligibiity
shic data b
oo of Critical Infrasin 2is (CE!‘r\’A ar zd S 31 leile lﬂgortam‘e\ amorw octhers, were

in the determination, H )uag ose s o identify porls that are cssential 1o the viability of the Marine
Tt'm%mr ation System. Ports on this list represent 95 percent of the foreign waterbome commerce of the
United Slates. Use of this list for other purposes n;r}y not he warranied.

1w U5, Coast Guard uséng cosmnercial, dea'nographic and




Chestar, PA

_ Chicago, IL

Cincinnati, OH
Cleveland, OH

_ Corptm _Chfi.:U T

Detroit, M
Duluth-Superior, MNAV
Everett, WA

Freeport, TX

- Galveston, TX
Gary, IN
Grean Bay, Wi
Greenville, MS
-”"%tllfnns"t MS

Hur Hn;n‘ W
indizna Harbor, IN
Jacksonville FL
Kalama, WA
K(mad% City, MO
quf} Chui!()o, LA

Long Beach, CA
Longview, WA

Los Angeles, CA
Louigvilie, KY
farcus Mook, NJ
Matagorda, TR
Memphis, TN
Miami, FL
Mllwaukov Wi
Minneapolis, MN

Mobile, AL

Morehead Cily, NC

Mount Vamon, IN

Pni‘!delphta PA
Pittsburgh, PA
Plfsquemsﬂe% LA
Ponce, PR
Port Arthur, TX

- Port Canaveral, FL

Port Everglades, FL

_ Por Huenems, CA

Port “\,’Lanme“ FL
Paort 5. Joe, =3

~ Portland, ME

Porlland, OR

_ _P(diMUOHH NH

Provide :nce, Rl
R!Lhmonr CA

~San Dwgo CA

San Francisco, CA

' San Juan, PR

Savannah, GA
Seatlle, WA

”S.DLH%? Louisiana, LA
St Lot s, MO
St Paut, MN

SEE)C!‘\ lon, CA

Tacoma, VWA

___”_Tam @, L
_ T@x 15 City, TX

Toledo. OH

“Tuisa, OK
Two Harbors, MN
Valdez, AK

~ Vancouver, WA

Vicksburg, MS
Victoria, TX
Wilmington, DE

_ W;;mmgton NC

Mow Port Areas Eligible for FY 2008 PSGP

Within the eligible port areas, applicants must be:

F

Owners/operalors of federally regulated poris, terminals, facilities, U.S. inspacted
passenger vessels, or ferries as defined in the Maritime Transportation Security

Aol (MTSAY 33 CER Parts 101, 104, and

105

Fort authorities or other stale and =Gcai agencies that provide layered security
protection to federally requlated facilities in accordance with an AMSP or a facility

or vessel security plan; or,

Consortia composed of local stakeholder groups (e.g., river groups, ports, and
terminal associations) representing federally regulated ports, terminals, U.S.



inspected passenger vessels, or ferries that provide layered security protsction to

federally regulated facilities in accordance with an AMSP or a facility or vessel

security plan.
For purposes of the FY 2006 PSGP, layvered securily means an approach that utilizes
orevention and deteclion capabilities of organizations within a port-wide area to provide
complete secunty solulions 1o reguiated enlities. For example, organizations can
provide layered protecticn hrough command and control funclions, waterside measures
security over multiple terminals and facililies or U.S. inspected passenger
ons {as defined under OFR Part 104} within a port area

- ;g»!;,t nr@vi(‘ﬁé}z port-wide layared
consorlia or associations
: .:)3 CFR Parts 101, 104, and 105

» A port authority may provide layered security through port-wide prevention and
detection activilies on behall of all port users, the landlord for the tenants on port
property, or as the owner operator of the port operations. This layered security
must include MTSA regulaled entiies and the layered security provided by the
port authority must be addressed in the regulated entities’ security plans.

= State and local governments, through law enforcement or other recognizable
Sial e or local agencies, may aiso prov&de layered security for MTSA regulated
entities. Those government agencies that are responsible for maintaining
security for MTSA regulated entities must be addressed in the regulated entities’
security plan or in the AMSP developed by the USCG COTP and the AMSC.

- Consorlia or agsociations that provide layered security to MTSA regulated
fzciliies. In addition, 'tE“io layered protection provided must be addressed in the
reguiated entiies’ securily plans.

it of port facilities vanes from port lo port. In some cases, individual tenants
DWW éam‘:i within a port, while others lease thew space from the port enlity. Additionally,
approximately 90 percent of the Nation's porl infrastructure is privately owned and
operated. Within 1 ports, the highest risk assets include oil, chemical, gas terminals and
passenger/ferry vessels/terminals that are often owned/operated by the private sector.
The Depariment recognizes the unique challenges this represents with respect to port-
wide risk reduction. The Department also believes that secunity should be a shared
responsibility.



. B. Funding Availability

The FY 2008 PSGP will provide $168,052,500 for port security grants. Funding will be
provided directly 1o successiul applicants.



gsponsible for administration of FY 2008 PSGP awards.
, { i applicant must comply with the following

Matching Funds. Consistent with FY08 Congressional appropriation
rements, Public gemmﬂ applicants must provide matching funds supporting

atleast 25 perc ent of the total project cost for each proposed project. As with
e grant requirements, Private Sector applicants must provide maiching

funds supporting at least 50 percent of the total project cost for each proposed
project,

Exceplions: There is no malching requ mmmi tor projects with a total costiess

than $25.000. 1f the Secrelary of Homeland Security determines that a roposed
¥

oroject o aml?% support and cannol e imdor aken without a higher rate of Federal

supporl, the Secretary may approve grants with a matching requirement other
than that specified in accordance with 46 USC Sec. 70107 {c){2){(B).

Management and Administration Costs. Any management and administration
(M&A) costs associated with individual projects submitted for consideration of
funding under the FY 2006 PSGP must be included in the budget for thal project.
MEA cosls associated with managing the overall PSGP award itself must be
accounted for separately from program cosls in the detailed budget. M&A costs
may not excead three (3) percent of the total grant award.

B. Specific Program Requirements

%éaéim‘sai Port Security Pricrities. When developing project praposals for the
Y 2006 PSGP, specific altention should be paid to prevention and detection of
z.:%i%;a.tm mvolving 1EDs. 1EDs pose a threat of great concern {o transportation

TS ACrOsS i @ nation. 1£0Ds have historically been a terrorist weapon of
cholce pecauss they combine a high degree of effectiveness with minimal cost.
Of great concern fe porf sec ;m‘; are {&0s delivered via small crafi,

undorwatoer and 55553?%5(53??3;? veflicies on forries. Farticuiar areas of focus,
thorefore, should include: protection of facilities (including commercial
port facililies, public cruise line and ferry terminals) and vessels from
tampering and attack. Additionally, priority will be given io projects that
enhatice the port system’s Maritime Domain Awareness (lLe. access
control/standardized credentialing, command and control, communications
and enhanced inteliigence sharing and analysis).
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eligible Activities/Costs

The following projects and cosls are considered ingligible for award consideration:

.

Ferry systems participating in the FY 2006 Transit Security Grant Program
gT%x ;:3 cannot apply for funding for projlects already under consideration for
‘ TSGR fur wling;

gy eiopmen

of risk/ivulnerabllity as

sment models and methodoiogies;
ich Federal agencies are Lhe primary beneficiary or that enhance

ooy development for security of national or
miemational © 1, e-seals, smart containers, container
?I’C‘:"}{H“” con
Proof-of e };M"::,

Projects mvoi\_fmg; training and exercises that do not meet MTSA standards
and/or requirements set by MTSA or the DHS Preparedness Directorate;
Projects that do not provide a compeliing security benefit (e.q., primarily
economic or safety vs. security),

Projects thal duplicate capabilities being provided by the Federal government
(e.g., vessel traffic systems, etc.);

Proposals in which there are reat or apparent conflicts of interest;

Personnel costs (except for direct management and administration of the grant
awards, {i.e., preparation of mandatory post-award reports);

Business operating expenses {Certain security-related operational and
maintenance costs are allowable, See "Specific Guidance on Security
Cperalional and Mainlenance Costs” in Appendix A (Sec F) for {urther guidance);
Raeimbursement of pre-award security expenses;

Repair of exisling equipment including, bul not limited 1o: fencing, lighting, CCTV,
access controls, ele;

Weapons, including, butl not imited to: firearms and ammunition, for outfitting
facilities, vesseais, or other strz,jctureg; and,

Cutlitling lacililies, vessels, or other structures with equipment or items providing
a hﬂsp%iu ity benelit rather than a direct security benefit. Exampies of such
aquipmeant or ;E mis include, but are not limited to: office furniture, CO players,
DVD players, AM/EFM radios, etc.

. Application Reguirements

The following sieps must be completed using the on-ling

system o ensure a successiul application submission:

1. Application Process

DHS is participating in the e-Government initiative, one of 25 inifiatives included in
lhe, Fresident's Management Agenda (PMA). Grants.gov, part of the PMA, is a

siorefront” thal provides a umﬂed process for all customers of Federal grants to find

. funding opportunities and apply for funding. Agp%icani’s must apply for FY 2006

P56 funding through Granis.gov at

Compilets
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applications must be received by G&T no later than 11:59 pm EST on August
4, 2008,

On-Line Application

The on-line S’“;

ion must be completed and submitled by an authorized
representalive of the fzi,-;.}%;;ﬁam a)fg;(.fzzéza%'{}r\ using Grants.gov. The on-line

application replaces the following previously required paper forms:

» Slandard Form 424, Application for Federal Assislance;
»  Standard Fomm LLL, Dis cl@sus@ of Lobbying Aclivities;
» P Form 4{}0(}& Assurances

w JP form 4061/ C@ri:fl{,amm and,

= Non-Supplar ﬁ;ﬂg; Certificalion.

The r@qra m title listed in the Catalog of Federal Domestic Assistance (CFDA) is
“Poi f secunity Grant Program.” The CFDA number is 87.958. When complefing the
on-line application, applicanls shouid idenlily their submissions as new, non-
construction applications. [t is important to nole that this is a procedural requirement
within Grants.gov and does not prohibit the applicant from submitting construction
projects. The project period will be for a period not to exceed 30 months.

Application Submission Requiremenis

Eligible applicants may submit one application for funding of up to five (5) individual
projects. The individual projects comprising a single application must take place
within the same port area. Private companies that operale in more than one eligible
port area musl submit separate applications for projects in each port area.
Applicants will be given an opportunity to make changes to their application until the
close of the application period. Htis important lo note, however, that simple clerical
errors in the application submissions will NOT render an application ineligible.

As part of the application process, the applicant must include a Part System

cal
Overview. Applicants must also provide a project plan and detailed budget for each
Droposead ;}mjecﬁ

Applicants should use the ollowing file name conventions for files attached in
Garanis.gov:



.‘ COTP _Fort Area_ Name of Applicant_ Document Type_ Project Number

Example #1: PWS Valder State Ferry System Port System Qverview
Example #2; PWS_Valdez_ State Ferry System Project Plan_Project?
Example #3: PWS Valdez State Ferry System Project Budget Projectt

Example #4: PWS Valdez_State Ferry System Program Budget M&A Costs

stem Overview — Each Porl System Overview, provided by the
toshould not exceed ten (10) pages. The Port System QOverview should
soinls) of contact {(POC) to work with DHS on the

ol the BY 2006 PSGP. As part of the application process,

I provide data/statistics that f@%a’x, to their specific port project {for
port amjilc*ﬂ om) terminal project (for terminal applications), waterways, and
U.S. inspected passenger vessel or ferry projects. Terminals and vessels cannot
rely on aggregaled port statistics. The Port Syslem Overview should include the
following information:

Area of Operations {including COTP Zone and eligible port as identified in
Tabie 1);
o POC(s) for Organization;
o Ownershi pfope"raiion (i(i"’ﬁ fication of the applicant as a publicly or
‘ privately owned facility, public enlily, consortium or associalion, etc.);
o Rolein Layered Protection of Regulated Entities {if applicable):
o infrasiruciure;
o Current |[ED capabilities;
o Domain Awareness Capabilities;
o Nature of Operations, including:
= Type and Volume of Cargo (annual statistics); and, if applicable,
*  Type and Volume of Hazardous Materials (annual statistics); and, if
applicable,
# E‘e’um?m,r of Passengers (annual statislics); and, if applicable
= Number of Vessels Owned;
o Any other important fealures; and,
o Brief summary of security enhancements already undertaken (including
those supported through previous Federal grant awards).
In addition, the Port System Overview should address the applicant’s
current IED prevention and delection capabilities, as well as its domain
awareness capacities (l.e., command, control, communications, and
snhanced intelligence sharing and analysis). Applicants that submit more
than one project must also provide & listing of these projects in order of
priority, and a justification for the prioritization.”
! Prevention: Actions to avoid an incident or 1o intervene to st op anincident from occurring. Prevention
. involves actions tzken (o protect lives and praperty. It involves applying ntelligence and other information

to arange of activities that may include such countermeasures as deterrence operations; heightenad
inspections; improved surveillance and security operations; invesligations o deiermine the full nature and



» Individual Project Plan — Applications must clearly demonstrate an ability to
provide tangible, physical security enhancements consistent with the purpose of
the program and guidance provided by DHS. The applicant must provide a
complete project plan for the entire E}F{}E{'CE period. The project plan must
] * é‘lzm the project wszzm address a vulnerability identified in the

approve y plan. The Project Plan should demonstrate

g if{%i%()é"f%’ Friorities of the National Preparedness

nfrastructure Protection Plan, Regionalism

: {,szj m? Mc; wagemant System, and Achieving

;r";fs'ﬁrcs;:;{;rerﬂa%e {;{f;n'zmuma:ai;ms;;. The proiect plan must also clearly demonstrate

how the project is consistent with ail applicable requ m,mpﬁ? outlined in this

application kit and addresses the raling criteria identified in Section li: The FY

2006 Port Security Grant Program. The project period will be for a period not to

exceed 30 months. Each project plan should not exceed five (5) pages.

Applications must include a separate Individual Project Plan for each

proposed project.

» Detaiied Budget — The applicant musl also provide a detailed budget for use of
the Tunds requested (see Appendix A for guidance on allowable costs under this
& The pbudget must be complete, reasonable and cost-effective in
, vio the proposed project. The b dget should provide the basis of
computation 0 ilz project-related costs, including any appropriate narrative. The
f3 uq@? should also demonstrate any cash match. Public sector applicants must
provide matching funds supporting at least 25 percent of the total project cost
for each proposed project. Privale sector applicants must provide matching
‘fun.ris st z"}por ing al least 30 percent of the total project cost for each
Bropo budget. Applications must inciude a separate budget for each
f,’}!’{}ﬁ(}b@if project.

important Note: If an applicant determines that a higher level of (Federal)
support is required for a project, the applicant must demonstrate the
“meriis” of the project within the Budget Narrative for review by the
Secretary and or appropriate designee in accordance with 46 USC Sec.
70707{c){2){B) for a walver to the match requirement to be considered.

source of the threat; public heaith and agricultural surveillance and tesling processes; immunizations,
. isolation, or quarantine; ;wd, as appropriate, specific law enforcement operations aimed at deterring,
preempling, inlerdicting, or disrupting ilegal activity and apprehending potential perpetrators and bringing

them 1o jus (Source-—National Incident Managemenl System. March 2004)
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Mational Environmental Policy Act (NEPA)

NEPA requéres D*%S through G&T, to analyze the possible environmental impacts of
project. '”‘;e pur;}ogﬂ of a2 F\EEPA review 1s to weigh the impact of
IONS OF & sing Federal funds on adjacent
L a5, endangered spacies, or culturally
or i Grantees '*‘in“f o use DHS funding for
GO w%imf‘ ion projecis m UH comple E and submit 2 NEPA Compliance Checklist to
DHS for review. Additionally, grantees may be required to provide additional
detailed information on the activities to be conducted, localions, sites, possible
consiruciion activit i!?b, possibie alternalives, and any environmental concerns that
may exist. Resulls of the NEPA Compliance Review could result in a project not
being approved for & i% funding, the need lo perform an Environmental Assessment
(EA) or drall an Environmental Impact Statement (£1S).

MOLMOA Requirement for State or Local Agencies and for Consortia or
Associations

State and local agencies, as well as consortia or associations {as defined in Section
fi: Eligible Applicants and Funding Availability) which provide layered security to
MTSA regulated Tacilities are eligible applicants. However, the layered protection
provided must be addressed in the regulated entities’ security plans. A copy of an
MOUMOA wilh the identified reguiated entities will be required prior to funding, and
must include an acknowledgement of the layered securily and roles and
responsibility of all entities involved. Efigible pubiic port authorities, or other
state or jocal agencies and consortia or associations must provide this
information. This information may be provided using one of the attachment
fields within Grants.gov.

Universal ldentifier

The appdicant must provide a Dun and Bradstreel (D&B) Data Universal
Numbering System (DUNS) number with the application. An application will
ot be considered complete until o valid DUNE number is provided by the
g;;gfée:ﬁm Thiz f3£f§f3§}§33 is a required field within Grants.gov. Organizations
shouid verify that they have a DUNS number or take the sleps necessary to obtain
one as soon as ,,st[s)lr,;
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Compliance with Federal Civil Rights Laws and Reguiations

Grantees are required 1o comply with Federal civil rights laws and regulations.
Specifically, grantees are r@quwea to provide assurances as g condition for receipt of
Federal funds from DHE that its programs and activities comply with the following:

v Tile Viof gz’zf‘ f‘; vil n!(} hts Act of 1964, as amendod, 42, USC 2000 ef. seq. - no
ace, color or national origin will be excluded from
@a;z den (’fj M, benefils of, or be otherwise subjected to
i any program or aclivily receiving Federal financial assistance;
> ‘%r slion 50? fﬁffh:; Rehabilitation Act of 1975, as amended, 29 USC 794 — no
qualiied individual wilth 2 disability in the United States, shali, by reason of his or
per disability, be excluded frem the par Ecipaiion in, be denied the benefits of, or
r)“'herwm@ be subjected to discrimination in any program or activity receiving
Foderal financial assistance;
= Title IX of the Fducation Amendmenis of 1972, os amended, 20 USC 1681 of.
seq. — discrimination on the basis of sex is eliminated in any education program
or activity receiving Federal financial assistance; and,
The Age Discrimination Act of 1975, as amended, 20 USC 61017 ef. seq. — no
person in the United States shall be, on the basis of age, excluded from
participation in, denied the benelits of or subjected to discrimination under any
program or actvity receiving Federal financial assistance.

%

Grantees must comply with all regulations, guidslines, and standards adopted under
the above statutes. Grantees are also required to submit information, as required, to
the DHE Office for Civit Rights and Civil Liberties concerning its compliance with
these laws and their implementing regulations.

Financial Reguirements

~ Mon-Supplanting Certification: This certification affirms that these grant funds
will be used 1o supplement existing funds and will not replace (i.e., supplant)

's that have been appropriated for the same purpose. Potential supplanting

will be addressed in the application review as well as in the pre-award review,

pogi mmro monitoring and any potential audits. Applicants or grantees may be

equired to supply documentation certifying that a reduction in non-Federal
resources occurred for reasons other than the receipt or expected receipl of
Federal funds.

vl

» WMatch Requiremoent: Public sector applicants must provide matching funds
supporting at ieast 25 percent of the total project cost for each proposed
project. Private sector applicants must provide matching funds supporting at
least 50 percent of the total project cost for each proposed project.
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Exceptions: There is no matching requirement for projects with a total cost that
does nol exceed more than $25,000. i the Secretary determines that a
proposed project merits support and cannot be undertaken without a higher rate
of Federal support, the Secretary may approve grants with a matching
requirement other than that specified in accordance with 46 USC Sec.

0?‘7( }§2 (2. Forfurther informalion defining match, timing of match
contributions and records for match, please consult the Office of Grant
Orm:z ns (OGO) Financial Management Guide, available at

unting Sysie ;n and s‘: aséeéai Capabiiity Questionnaire: All

IWET 3 anc commercial) organizations that apply for

funding with DHS that noi previously {or within the last 3 yvears) recelved
funding from UHES must complele the Accounting System and Financial
Capability Questionnaire. This information may be pmwded using one of the
aitactunent fieids within the on-line Granis.gov application.

&wumncﬁa ﬁssuranaes forms (::;F 4248 a 1d SF-424D) can be accessed at

4 s IS the responsibility of the
recipier ﬁ of m Fede;’a! fmds to fui!y und@r@iand and comply with these
requirements. Failure to comply may result in the withholding of funds,
{ehrmi“ﬁ'*fi(}ﬂ of the award, or other sanctions. The applicant will be agreeing to
these assurances upon the submission of the application

Certifications Regarding Lobbying; Debarment, Suspension, and Other
Responsibility Matiers; and Drug-Free Workplace Requirement: This
certification, which is a reguired component of the on-line application, commits
the w; Dliicant 1o compliance with the certification requirements under 28 CFR part
o7, Government Aawc.fc Debarment and Suspension (Non-procurement); 28 CFR
part Q? New Restrictions on Lobbying, and 28 CFR part 83 Government-wide
Reqguirements for Drug-Free Workplace (Grants). All of these can be referenced

The certification wili be treated as a malerial representation of the fact upon
which reliance will be placed by DHS in awarding grants.s

Services to Limited English Proficient {LEP) Persons

Recipiants of DHS financial assistance are required to comply with several Federal
Ci\."iE rights laws, mciu@mg Title VI of the Civil Rights Act of 1964, as amended.

ese laws prohibil discrimination on the basis of race, color, religion, national

c;rig;m_ and sex in the delivery of services.  National origin discrimination includes
discrimination on the basis of limited English proficiency. To ensure compliance with
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1.

Title VI, recipients are required to lake reasonable steps to ensure that LEP persons
have me wngm! access to their programs. Meaningful access may entail providing
language assistance services, Enclmfénq oral and written translation, where
necessary. Grantees are encouraged to consider the need for language services for
LEP persons served or encountered both in developing thelr proposals and budgets
and in conducting heir prog nd sctiviies. Reasonable costs associated with
il meaningiul ace ‘ :H individuals are considered allowsable program
VA ](}I"?mTE 0N, DISane sea e S

integrating individuals with Disabilities inte Emergency Planning

xeculive Order M‘BSM entitled "individuals with Disabilities in Emergency
?*re‘*-;z'zrménes*s and signed in July 2004, requires the Federal government Lo
support safely and security for individuals with disabilities in situations involving
disasters, including earthquakes, tornadoes, fires, floods, hurricanes, and acts of
terronisim. Consequently, Federal agencies are required to: 1) encourage
(’onszdefamn of the unigue needs of persons with disabilities in emergency
sreparedness planning: and 2) facilitate cooperation among Federal, state, local,
ahd tnbal governments, private organizations, non-governmental organizations,
and the general public in the implemenlation of emergency preparedness plans as
they relate lo individuals with disabilities. A January 2005 letter to state governors
froim then-Homeland Securily Secretary Tom Ridge asked slates to consider
el slens i protecting ndividuals with disabilities:

v

mhstire that exisling emergency preparedness plans are as comprehensive as
possible with regard to the issues facing individuals with disabilities:

means and in accessible formats; and,

= Consider expending Federal homeland security dollars on initiatives that
address and/or respond to the needs of individuals with disabilities for
emergency preparedness, response, and recovery.

Further information can be found at the Disahi Iéiy and Emergency Freparedness
Resource Center at oo : T This resource
center provides information l assist eme a’gency manag@rs in piannmg and
response efforts related to people with disabilities. In addition, all grantees shouid
b mindiul of Section 504 of the Rehabilitation Act of 1873 ihat prohibits

discrimination bascd on disability by recipients of Federal financial assistance.

Freedom of Information Act (FOIA)
UHS recognizes that much of the information submitted in the course of applying
for funding under this pr ogram, of provided in the course of its grant management
activities. may be considerad Zcm enforcement sensitive or otherwise important to
national security ;m{zr@gl:’:. Tnis may include threat. risk, and needs assesament
formation discussions of demographics, transportation, public works, industrial
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and public health infrastructures. While this information under Federal control is
subjeclt 1o requests made pursuan to the FOIA, 5. USC §552, all determinations
concerning the release of infarmation of this nature are made on a case-by-case
basis by the DHS FOIA Office, and may likely fall within one or more of the
available exemptions under the Act. Applicanls are encouraged to consult their
own state and local laws and regulations regarding the release of information,
which should be considered when reporting sensilive malters in the grant
apphcation, neads assessment and stralegic planning process. Applicants may
also consull their G&T Program Manager regarding concerns or questions about
the release of information under state and local laws. Grantees should be familiar
x;uiih the regulalions governing Protected Critical Infrastruclure information (6 CFR
tive Securly Information (49 CFR Part 1520), as these

provide addilional protaction o carlain classes of homeland

a7l /{J) and Sen

Geospatial Guidance

Geospalial technologies capture, store, analyze, transmit, and/or dispiay location-
4 nformation f’%.éi:., miormation that can be linked to a latitude and longitude).
i geospatial syslams, this location information is often paired with detailed
information about tizr, location such as: purpose/use, status, capacity, engineering
schematics, operational characleristics, environmental and situational awareness.
State and local emergency organizations are increasingly incorporating geospatial
technologies and data to prevent, protect against, respond to, and recover from
terrorist activity and incidents of national significance. In the preparedness phase,
homeland security planners and responders need current, accurate, and easily
accessible informalion o ensure the readiness of teams lo respond. Also an
important component in siralegy development is the mapping and analysis of
critical infrastructure vulnerabiliies, and pubiic health surveillance capabilities.
Geospatial information can provide a means to prevent terrorist aclivity by
detecting and analyzing palterns of threats and possible attacks, and sharing that
intelligence. During response and recovery, geospatial information is used to
provide a dynarmic common operating picture, coordinated and track emergency
a%%mi% enhance 911 capabilities, understand event impacts, accurately estimate
locate safely zones for quarantine or detention, and facilitate recovery.
wland secunty dollars lor geospalial aclivities requires pre-
4 (*Cmu strated capability for robust interoperability with DHS and
‘»is---w(-m systems. G&T will coordinate review of requests for use of Federal
hema--d" ol security funding for other geospatial projects with relevant entities.




A. Drawdown and %zg}@aﬁﬁ%m?e of Funds

G&T s Office of Gr: afn Oger hf 15 {OGO) will provide fiscal support of the grant
sroarams meoluged ion, with the exceplion of payment reiaied ssues. For
ina ons, all grant and sub grant recipients should refer to

i ide or contact OGO al 1-866-9ASK-CGO or

s 1ent .rgfztzsiecfi quastions should be referred to CJP/OC's Customeg
Service al 1-800 FALBB-D7E0 or o e e e

Folinw fg Ao

ance of the grant award and release of any special conditions
withholding funds, the Grantee can draw down and expend grant funds through the
Automated Standard Application for Payments (ASAP), Phone Aclivated Paperless
Request Systemn (PAPRS) or Letter of Credit Electronic Certification System (LOCES)
paym@m S\/Sié,ms For more mformatson about these apticns go to

: e cor call 1-866-9ASK-0GO.

in support of our continuing effort to meet the accelerated financial statement reporling
requirements mandated by the U. 5. Department of the Treasury and the Office of
Management and Budget (OMB), payment processing will be interrupted during the last
five (5) vfa;‘%ﬁmg days each month. Grantees should make payment requests before
the tast ive working days of the month o avoid delays in deposit of payments,

For example, lor the month of June, the lasl day to request (draw down) payments will
he June 23 2006, Faymenis requested after June 23, 2006, will be processed when
the regutar schedule resumes on July 3, 2006, A similar schedule will follow at the end
of each month therealier,

Raecipient aorgonizations should reques! funds o(ﬁ@d upon immediale disbursement
requirements, Funds will not be paid w1 a lump sum, but rather disbursed over time as
project costs are incurred or anticipated. Reci )iwi should time their drawdown
requests to ensure that Federal cash on hand is the minimum needed for
disbursements to be made immediately or within a few days. Grantees may elect to
drawdown funds up to 120 days prior to expenditure/disbursement, in response (o the
recommendation of the Funding Task Force. DHS strongly encourages recipients to
draw down funds as close to expenditure as possible 1o avoid accruing interest. Funds
received by grantees must be placed in an interest-bearing account and are
suoject to the rules oullined in the Uniform Rule 28 CFR Part 68, Uniform
Adminisirative Requiremerits for Grants and Cooperative Agreements fo State
35?{;5 Local G@vemmems‘ avaiiabie at:

gl - The Uniform Rule 28
quwemen 3 fer Grants and Agreements

uding Subawards) with Institutions of Higher Education, Hospitals and other Non-
g}r@ il Organizations, at:

CFR Parl 7’0 Unxfom Admwsirat;ve Ré

These guidelines



state that entities are required to promplly, but at least quarterly, remit interest earned
on advances o

Uniled Siates Department of Health and Human Services
Division of Payiment Management Services

P Box 6021
Rockvillie, MiD 20852

Please consull the OGO Financial Management Guide or the applicable OMB Circular
for additional gz,adczn;,ar,.

. Centralized Scheduling and Information Desk (CSID) Help Line

The CSID zs a non-emergency resource for use by emergency responders across the
Nation., C5l i\ a comprehensive coordinalion, management, informalion, and
scheduling Ef}@& developed by DHS through G&T for homeland security terrorism
preparednoss activities., A ?*or%em@rgen(‘“ resource for use by Slale and local
emergency respenders across the nation, the CSIiD provides general information on all
G&T programs and information on the characteristics and control of CRRNE,
agriculture, cyber malerials, defensive equipment, mitigation technigues, and available

Foderal r.-iuiséjii% and resources. The CSID maintains a comprehensive dalabase
containing key personnel contact information for homeland security terrorism
preparedness programs and events. These conlacts include personnel al the Federal,
State and local levels,

C. Office of Grant Operations {OGQ0)

G&T's Office of Grant Operations (OGO} will provide fiscal support and fiscal oversight
of the grant programs included in this saolicitation. All grant and sub grant recipients
should refer to the OGO Financial Management Guide, available at




A. Reporting Requirements

The following reporis are required of ali program pariicipants:

Fimancial Status Reports (FSRs) -~ Standard Form 269a

Ohbligations and expenditures must be reported fo G&T on g guarterly basis
tirough the #F5R, which is due within 30 days of the end of each calendar
gitarter {e.g., for the quarter ending March 31, FSER is duse on April 30).
Please note thal his is a ch;—arag@ from previous fiscal years. A report must be
submitted for every quarter the award is active, including partial calendar
quarlers, as well as for penGds where no grant activity cccurs, Future awards
and fund drawdowns will be withiheld if these reports are delinguent.

FSRs must now be filed online through the Internet at
IREEIEE e FO;FT;Q and i naimchfms; can be found at

Granlees are reminded o review the following documents and ensure that grant
activities are conducted in accordance with the applicable guidance:

. : , Grants and Coop{:mz‘fvc Agmemenfs Wz{h %‘taie and
L >mf Fovemmor Zs at ¥ :

Cbsf P:mcz,a! s for Sfaz‘e f_ocaf '.and !no’;an Tffbai

.mem }%

Lol Umfo:m Adzmmbz‘nmve Roquuemem‘s for Gtam‘s and
Othr‘f ;52 ji’CC!??CHfS with !nstinmons of H@he: Educcztfon Hosp;fais and Oz‘her
Non f}foffr Ofgcif?I/HfIOf?S at
0 T Cosi F’fmc,*pies for Educaﬂonai lnsntunons aé
ST s and,
Cosi Pnnc;pi{a foz ;’\fon P:of:t Organizations, at

i‘

For FY 2006 awards, grant and sub-grant recipients should refer to the OGO
Financial Management! Guide available at:
hilp:www dhs.govidhspublic/display?theme=18.

All previous :'aafarf"i” are still governed by the OJF Financial Guide, available at
g/ hwww ojp.usdo).gov/FinGuide. OGO can be contacted at 1-866-8ASK-OGO
or by email gl ¢ S%x OGO@dhs.gov_



Categorical Assistance Progress Report (CAPR)

Following an award, the awardees will be responsible for providing updated
obligation and expenditure information on a reqular basis. The CAPR is due
within 30 days after the end of the reporting period (July 30 for the reporting
period of January 1 ihrough June 30, and on January 30 for the reporting period
of July 1 hough | December 31y, Fulure awards and fund drawdowns may be
wittineld if these reports are delinquent. The final CAPR is due 90 days after the
ard perind,

aJM(! i nole progress against the proposed
mf de sufficient informalion to monitor

: anent. Al a minimum, reports should

‘ 218Ts e, the total number of items secured

under this grant w ., BLCess mntmza, urvczéla Jce, physical enhancements, and

vessals) to date, and (2) for olher items acquired through this grant, a brief

descriplion and total number of items obtainad to date.

CAFRs must be filed online through the mtﬂrr}ei att
Forms and instructions can be found at ! :

Financial and Compliance Audit Report

lecipionts that (‘XQ“HG $500,000 or more of Federal funds during their fiscal year
are :ef;uv“’j o submit an organization-wide financial and compliance audit
report. The audil muslt be performed in accordance with the Government
Accou ‘mh;isfy Office, GQ\/C f’f??(‘f?fAUC"IEII?{} Standards, located at

v R v, and OMB Circular A-133, Audits of
tates, ioc;;; uovcf'nf'n{;nfs. and Non- r)fOfI O:qgnuaf}ons located at
I e et : _- o a Audit reports are currently
due to the F cd{:m! f«zzf*s C i ]hJUSF‘ no later than nine months after the end of
the recipient's fiscal vear. in ado&t;om, the Secretary of Homeland Security and
the Comptralier General of the United States shall have access to any books,
documents, and records of recipienis of FY 2006 PSGP assistance for audit and
examination purposes provided that, in the opinion of the Secretary of Homeland
Security or the Comptroller General, these documents are relaled to the receipt
or use of such assistance. The grantee will also give the sponsoring agency or
the Comptroller General, through any authorized representative, access to and
the right fo examine all records, books, papers or documents related to the grant.

For-profit organizations that expend $500,000 or more of Federal funds during
their fiscal year shall have financial and compliance audils conducted by qualified
individuals who are organizationally, personally, and externally independent from
those who authorize the expenditure of Federal funds. This audit must be
performed in accordance with Government Auditing Standards, 1994 Revision



The purpose of this audit is 1o agcertain the effectiveness of the financial
management systems and internal procedures that have been established to
meel the terms and conditions of the award. Usually, these audits shall be
conducted annually, bul no less than every two years. The dollar threshold for
audit reports established in OMB Circular A-133, as amended, applies.

Grant recipients will be monitored periodically by DHS stali, both programmatically and
fmancially, o ensure that the project goals, ot ;aci:vgzs, ;lmeimes, budgeis and other
related program f‘r'éié'xna are being met. Monitoring will be accomplished through a
combination of office-based and on-site monitoring visits. Monitoring will involve the
reviow and analysis of the financial, programmatic, and adminisirative issusas relative to

each program, and will identify areas where lechnical assistance and other support may
be needed.

The recipient is responsible for monitoring award activities, to include sub awards, io
provide reasonable assurance thal the Federal award is administered in compliance
with requirements. Responsibilities include the accounting of receipts and

sxpendiuras, o }5%@ management, the maintaining of adequate financial records. and the
refunding of expendiiures disaliowed by audits.

C. Grant Cloge-out Process

éays after %"e end of the grant period, the grantee will submit a linal SF-26%2
inal CAPR delailing alt accomplishments throughout the project. After both of
reports have been reviewed and approved by G&T, a Grant Adjustment Notice

NG wdll e completed o close-oul the grant. The GAN will indicate the project as
veing closed, kst any remaining funds that wili be de-obligated, and address the
requirement of maintaining the grant records for three years from the date of the final
SE-26%9a.
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This appendix serves as an additional gu' ide Tor program expenditure activities.

Grantees are encouraged o contact their G&T Program Manager regarding authorized
and unauthorized {EA-;,H}”{__?lh_,r{_:;‘

A. Projects that Support the National Port Security Priorities

soping project proposals e FY ?D(“’E P5GR, applicants must pay specific

= orevention and dele {h{m of terrorist attacks which involve IEDs. {EDs

: : great concern o ransporiation systems across the MNation. |EDs have
hmic}ﬂcaliv beon the lerrorist weapon of choice because Lhay combine a high degree of
effectiveness with minimal cost. Of greatest concern to port security are IEDs delivered
via small craft, underwaler and from vehicles on ferries. Particular areas of focus.,
therefore, should include protection of facilities, including public cruise line and ferry
terminals and vessels, from tampering and attack.

The following are examples of security enhancements designed to enhance IED
prevention and detection capabilities for port systems:

1. Port Facilities, including Public Cruise Line and Ferry Terminals

»  txplosive Agent Detection Sensors

= Cnemical/Biclogical/Radiological Agent Detection Sensors
»  Canines (start-up cosis and training for terminal operations)
= intrusion Detection

-~ Sm&i boats for Slate and Local Law Enforcement Marine Patrol/Security

incident Response

Vigeo Surveillance Systems
=~ Access Conbrol/Standardized Credenlialing
- Improved Lighting
» Secure Gales and Vehicle Barriers
~ Floating Frolective Barriers
»  Underwater Intrusion Detection Systems
~ Communicalions Equipment (including interoperable communicalions)



P

Vessels and Farries

> Explosive Agent Detection Sensors

- Chemical/Biological/Radiological Agent Detection Sensors

= Restricted Area Protection (cipher locks, hardened doors, CCTV for bridges
ang ew’;krweﬁf}rtm SPACes)

= Communinalicns Cauipment {%r"uf’luﬁimg interoperable communications)

= Canines {::i*"w L O % and training tor U5, vehicle/passenger ferries)

= Access Control ’% lzed Credentialing

= Floating Prolective Eiurw@rs

Maritime Domain Awareness (MDA} is the oritical enabler that allows leaders at all

levels 1o make effective decisions and act early against a vast array of threats to the

security of the United Stales, ils interests, allies, and friends. In support of the National

Strategy for Maritime Security, projects that address the enhancement of Knowledge

Capabililies (i.e. command, conlrol, communications, and enhanced intelligence sharing
and analysis) of the Maritime Domam will be considered for funding

Areas for improvements that address MDA include, but are not limited to:

» Surveiliance — monitoring of high interest, high value, infrastructure, waterways,
and olher areas. Sensors may be monitored by live watch standers, keyed to
atert based on delined paramelers, or monitored by intelligent software.

- Informalion collection — access (o new sources of raw and summary data.

-~ Decision Supporl - acquisition of new software tools and services thal provide
data mining, correlation, threat analysis, anomaly detection, and other decision
support products.

= Disseminalion — the ability to share data and informalion including video, radar
fe f->a<“ intelligence and threat anaiysis resuits developed by one entity wm all
partners within a port,

The following are examples of improvemenls that address awareness within the
Maritime Domain:

~ Deployment of access control/standardized credentialing systems (see Section C
below for additional guidance)
Deployment of detection and surveillance equipment
Deveéopmeﬂtf‘Enhancame1‘{ of Information Sharing systems
Creation/Enhancement of maritime community watch programs
Conslruction/Enhancements of Command and Control Facilites

Enhancement of Interoperable Communications/Asset Tracking

A

AT R T |

Froposals for MDA systems should be attentive to the following:

- Ensuring lhat existing survelilance, other sensor, and information systems are
appropriately shared and used by all port partners.

» Outpul of new sensors snd data sources should be readily and easily available to
all port partners without cost for access. For example, video camera feeds might




be posted 1o a password protecled website that all partners could access.
Radar, vessel autgma ted identification sy&,h,ms (AIS) and blue force (port
response asset) track oculputs should be in an easily translatable format such as
xmi.

»  Systems with an open architecture that can be easily expanded and that can
easity inlerface with other systems should be given preference. Syslems that
comptly with Department of Defense (DoD) Common Operaling Environment
standards are preferred.

= Acdressing needs identified by existing risk assessments, In the coming vear the
JSCG plans (o further document and publish its methodology for selecting
sensors and sighting. For this year, exisling risk assessments and the judgment
of the Arca Maritime Securily Commitiee {AMSC) and the COTP should be
considered when priortizing necds and developing proposals.

Applcants that are interested | adﬁr@ sing Maritime Domain Awareness arg
) Ve

i
encouraged o familiarize them s with the National Strategy for Maritime Security:
Nation ;f Plan lo A{J? eve Mafm me DOE nain Awarenass. A copy of this document can be

found at

B. Specific Guidance on Canines

The United States Coast Guard has identified Canine Explosive Detection as the mosl
effective solution for the detection of vehicle borne IEDs. Eligibility for funding of Canine
Explosive Deteclion programs is resltricted to U.S. Ferries regulated under 33 CFR
Parts 101, 104 & 105 specifically U.S. ferry vessels carrying more than 500 passengers
with vehicles, U.S. ferry vessels carrying more than 2,000 passengers and the
passenger terminals these specific ferries service. Additionally, only owners and
operators of these specilic ferries and terminals and port authorities or state, local
authorities that provide layered protection for these operations and are defined in the
vessei'sierminal’'s securily plans as doing so are eligible.

"iégiiﬁ%a Costs: Eligible costs include the purchasing, training and certification of
canines; all medical costs associated with initial procurement of canines: kennel
cages used for transportation of the canines and other incidenlals associated with
outfiting and set-up of canines (such as leashes, collars, initial health costs and
shols elc ). Eligible costs also include initial training and certification of handlers.

tneligible Costs: Inaligible cosls b

associated wilh hand)

iude but are not limiled fo hiring, costs
travel and lodging associated with training
and certification; m and ér‘gud{m‘gza%% associz;— i with travel for initial certification:
vehicles used s¢ iei*—; ot 57 and maintenance / recurring expenses
such as annual med bal exams, canine food cosls, ele.

Certification: Canines used to detect explosives must be certified by an
appropriate, qualified organization. Such canines should receive an initial basic
training course and also weekly maintenance training sessions thereafter to maintain
the certification. The basic training averages 10 weeks for the canine team (handler



and canine together) with weekly training and daily exercising. Comparabie training
and certification standards, such as those promulgated by the TSA Explosive
Detection Canine Program, the National Police Canine Association (NPCA), the
United States Police Canine Association (USPCA) or the International Explosive
Detection Dog Association (IEDDA) may be used to meet this requirement.”

S&,.za{“ee%fz Pappiicants will be required to submil an amendment to their approved

vaurn‘\f Flan as per 33 CFR Part 104 415 detailing the inclusion of & Canine

stion ;smqmm into their security measures. Successful applicants will

red to submit a signed certification to G&T acknowledging that PSGP
wards aliow a ong-time procurement to assi \,t mimplementing the Canine

f—-- pi{\% e Letection leams. The signed certification must be included as a pdf

fﬁ{} aliz §{,§§;?§{}§§§ fo the application in G ,aﬁfu.g; v. See Appendix F for the
eouirad Forms,

rare
W Yoo

Agreement. Applicants are encouraged to thoroughly review the fiscai obligations
of maintaining a long-term Canine Explosive Detection program. If applicable,
successiul applicants will be required Lo submit an amendment to their approved
Vessel Security Plan as per 33 CFR Code of Federal Regulation, Part 104.415
detailing the inclusion of a Canine Explosive Detection program into their security
neasures. Successful applicants will be required to submit a signed certification to
G&T acknowledging that PSGP awards allow a one-time procurement to assist in
implementing the Canine Explosive Detection teams. This one-time procurement
authorization will be issued with the understanding that the applicant will maintain
the canine’s proficiency for explosives detectionr, and that any additional costs
throughout the 8 to 10 year service life of the canine are the sole responsibility of the
applicant.

Additional Rescurces Available for Canine Costs: DHS is aware that the
financial obligations of a Canine Explosive Detection Program can be burdensome.
The Port Security Grant Program, while providing the ability to defray the
majority of start up costs, does not cover any recurring costs associated with
such programs. However, the Transit Security Grant Program (TSGFP) and
Homeland Security Grant Program (HSGP) are two additional DHS grant
programs that can provide funding for certain operational costs associated
with heighitened siaies of alert within the port area and nationally. DHS
strongly encourages applicants o investigate their eligibility for these resources
when developing their Cai’lEi’iQ Drograms.

Y Training and cortfication information can be found at-

cLoand iy



C. Specific Guidance on Employee identification

The Transportation Worker Iden flcatson Credential {TWIC) is designed to be an open
arr}"'i "Im(‘ 5 em ar 1( mi‘uw published ANSINIST and 1SO
sia (s ti wolve new insl &Hahomﬁur}rémda% 1o access
:z compliance (o these and related standards
. d reader bysrem% shouid bﬂ
comy phant with 150 7816 an 3 sic TWIHD smart card compatitiity,
The TWIC program will enable the use f}f mmvlri{, recognilion technologies in pori
access control systems, following guidelines provided by the ANSTINCITS 383-2004
"Biometric Profile -interoperability and Data Interchange -Biomelrics based Verification
and Identification of Transportation Workers™ document. The TWIC program wiil be
sompliant to the GSC-IS (Government Smart Card Interoperability Standard), and
associated efforts that include the GSC-IAB (Government Smart Card-interagency
Advisory Board) PAIWG (Physical Access Inleragency Interoperability Working Group)
technicat implementation guidelines and data models.

B oy oy f ERYZa)
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U. Specific Guidance on Lighting

Al Eiq hting must meet Occupational Salety and Health Administration (OSHA}
reguiremaents

E. Specific Guidance on Sonar Devices

as cgelermined certain sonar devices that will not damage the environiment or
require special permitting under the Nalional Environmental Policy Acl are eligible for
funding under the PSGP. The four types of allowable sonar devices are: imaging sonar,
scanning sonar, side scan sonar, and 3-dimensional sonar. These types of sonar
devxces are inlended to support the detection of underwater improvised explosive
devices (IED} and enhance Maritime Domain Awareness. The eligible types of sonar,
and short descriptions of their capabilities, are provided below:

Imaging Sonar: A high-frequency sonar that produces “video-like” imagery using
a narrow field of view. The sonar system can be pole-mounted over the side of &
craft or hand carried by a diver.

f:émzm%z"zg Sonar: Consists of smaller sonar systems that can be mounted on
trinods aﬂz’i iowerad 1o the bottom of the walerway. Scanning sonar produces a
panoramic view of the surrcunding area and can cover up to 360 degrees.

20 inside of a shaell and towed behind a vessel, Side scan

Side Scan Sonar %’7 fan
1ces sinp-Hk 'uar s {rom both sides of the device.

SONar ﬂi”f)x;



s-Dimensional Sonar: Produces 3-dimensional imagery of objects using an array
recaiver.

F. Bpecific Guidance on Security Operational and Maintenance Costs

In acoordance with 46 USL/ Se 70107{&3) Z), the cost of acquisition, operation, and
maintenance of securty equ gf“ﬁnl or facilities o be usad for aecumty monitoring and
recording, securily g zéz*'; and fencing, marine barriers for designated security zones,
securily-related ligh mrag systems remote surveillance, concealed video systems, security
vessels, and other security-related infrastructure or equipment thal contributes to the

overall security of passengers, cargo, or crewmembers are allowable. In addition,
routine maintenance costs for security monitoring, such as the cost of tapes for
recording, are sliowable. However, as indicated in Section IV: Program and
Application Requirements, business operations and maintenance costs, such as
personnel cosis and ftems generally characterized as indirect or “overhead”
cosis, are unallowable.

. Specific Guidance on Vulnerability Assessment Costs

tn accordance with 46 USC Sec. 70167(b)(4), the cost of conducling vulnerability
assessments o evaluate and maxe recommendations with respect to security is an
eligible cost under the FY 2006 PSGP. However, as indicated in Section IV: Program
and Application Reguirements, the development of new risk/vulnerability
assessment models and methodologies is unallowable.

H. Specific Guidance on Training and Exercises

Training: Port Security Training will be limiled to only those courses that have been
approved by the Maritime Administration {(IMARAD) and the U.S. Coast Guard, or the
DHS Office of Grants and Training. More information can be obtained at:

and

Exercises: Funding used for Port Securily Exarcises will oniy be permilled for those
exarcises hat are in direcl support of a facility or port area’s MTSA required exercisas.
These exercises must be coordinated with the COTP and AMSC and adhere o the

guidelines outiined in DHS Homeland Security Exercise and Evaluation FProgram
(HEERER),




. I. Specific Guidance on Management and Administrative (M&A) Costs
PSGP funds may be used for the following M&A costs:
~ Hiring of full-time or part-time siaff or contractors/consultants;
To assist with the management of the FY 2006 PIGP:
= Travel expenses:
T assist with the management of the FY 2006 PSGP;
~ HMectingvelaied expenses:

To assistwith e management of the FY 2006 PSGP.
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The Port System Overview must not exceed 10 pages. Applicants should follow the
format below for this file attachment,

Area of Operations:
= ldentfy COTP Zone
- ldentify eligible port, as listed in Table 1

Point(s) of Contact for Organization:
~ ldentily the organization’s Authorizing Official for entering into grant agreement.

-~ ldentily the organization's primary point of contact for management of the
project{s).

@w;@&r&;s;}fﬁgsbra ion:
~ identify whether the applicant is: (1) a privale entity, (2) a state or local agency;
or (3) @ consorlium composed of local stakeholder groups (i.e., river groups,
ports. and terminal associalions) representing federally regulated ports,
terminals, LS. inspected passenger vessels, or ferries.

Role in Providing Layered Protection of Regulated Entities {applicable to state or
local agencies, consortia, and associations oniy):
» identify the specific requ!atpd entities to which you are providing layered
protection.

- “%w be your organization’s specific roles, responsibilities, and activities in
delivering layered protection.

Infrastruciure:

=~ Describe the type. quantity, and significance of infrastructure to be orotected

through the prospective grant. |dentify who it is owned or operated by, if not by
your own organization.

IED Capabilities:
Clearly describe your organization's current prevention and detection capabilities
relative to 1EDs. 1ED cap abilities and activities inciude:
= Intelligence and deterren czopﬁrai ons
= Inspection capabilities, including:
Explosive Ag:}ni e WHQP Sensors
Chemical/Biological/Radiclogical Agent Detection Sensors
o Canines
~ Improved surveillance and securily operations, ncluding:
o Video Surveillance Sysiems
o Small boats for State and Local Law Enforcement Marine Patrol/Security
incident Response
» Investigations




